
WINDOWS SECURITY MANAGEMENT 
 

User Manager Pro SuiteTM 

 

 

Manage and Secure Windows Servers and Workstations  
Collectively Modify and Report on Security Configuration Settings on Windows Machines  

What’s really going on inside your Windows infrastructure? Malicious 
software attacks, unauthorized programs, stale user accounts and users with 
elevated privileges can all go undetected by conventional systems 
management tools, putting the enterprise at risk. As organizations add 
servers, workstations, users, accounts and groups it becomes increasingly 
difficult to stay in control of the entire infrastructure. IT administrators can 
get blindsided if they lack the tools needed to quickly identify critical 
security issues. And, even when problems are identified, IT staff often have 
no recourse for quick resolution.  

User Manager Pro Suite  

The solution is User Manager Pro Suite™, 
a Windows security management tool that 
helps you reduce security vulnerabilities, 
increase productivity, minimize systems 
failures and lower the cost of compliance.  

Consisting of User Manager Pro, 
Random Password Generator, Password 
Recovery Console, Web Reporting and NTFS Permissions Reporting - 
User Manager Pro Suite lets you make crucial changes collectively to 
systems throughout the network.  

It can modify local groups, users, registries, shares, and rights en masse, 
while also providing real-time, interactive reports on the system data it 
collects. With this granular control, you can manage complex IT 
infrastructures, discover what’s really occurring in your Windows 
environment and resolve security problems as they arise.  

User Manager Pro Suite overcomes the limitations of scripting tools and 
group policies. Its advanced, multi-threaded architecture ensures that single 
system outages won’t prevent you from managing other machines on your 
network. 

Try It Free 

For a fully functional trial version of User Manager Pro, visit us online at 
www.liebsoft.com/umpdemo 

 

KEY FEATURES 
 
Modify Accounts 
Add/update/delete local accounts  
 
Manage Memberships  
Change local and global group 
memberships 
 
Modify Policies 
Change local security policies  
 
Control Settings 
Change audit settings  
 
Change Attributes 
Modify all standard Active Directory 
attributes for users  
 
Edit Registry 
Edit registry keys, values and 
permissions  
 
View Logs  
View and change Event Log settings 
 
Block Malware 
Prevent malicious software and other 
unauthorized programs  
 
View Reports 
Get constantly updated system 
information in any web browser  
 
Update Passwords  
Generate unique local administrator 
passwords on all systems  
 
Determine Permissions 
View the permissions of all files and 
folders across every system  
 
Control Administrators Group 
Control access to Local Admin-
istrators group and other groups  
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Mass Management for the Windows Infrastructure  
 

Managing Administrators and Administrator Access 

To meet regulatory compliance requirements and 
prevent unauthorized access to sensitive data, you 
must regularly change the administrator password 
on every Windows system. So how can you 
ensure that each machine has a unique 
administrator password, and audit access for 
the domain password? What would you do if you 
need to purge unnecessary accounts that might 
have been added by unauthorized users? And 
what if you need to run a report on the 
membership of the local Administrators group 
on all of your systems? With just a few mouse 
clicks all of these tasks can be accomplished with 
User Manager Pro Suite.  

 
Controlling Applications and Blocking Malware 

When malware infiltrates a network, the standard remediation is to 
disable and delete the virus, and then apply the proper Windows patch. 
However, if infected systems become inundated by a virus they're 
unable to apply the required patches. In this situation, systems 
administrators must detach the machine from the network, then 
manually terminate the virus and clean the affected system. With its 
patented Cratering technology, User Manager Pro Suite helps you 
locate and block malware and other unauthorized programs from 
executing on clients. Cratering locks out access to a targeted program 
from everyone, including the operating system, rendering malware 

harmless and preventing propagation throughout the Windows network. 

User Manager Pro Suite Can Help You: 
 

 See who is a member of the Administrator group. 
 Find and remove unwanted shares. 
 Determine which share and NTFS permissions are granted to each user and group. 
 Remove obsolete machine accounts. 
 See which Windows Service Packs and Hot Fixes have been deployed... and much more. 

 

                                               

“USER MANAGER PRO SUITE 
PROVIDES ME WITH THE 
INFORMATION THAT I REALLY NEED – 
DETAILS ABOUT SHARES, 
PERMISSIONS AND ACCOUNTS.” 

  
              ― ERIC ROLLINS 

TECHNICAL ANALYST 
SHANDS HEALTHCARE   


